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Abstract: Computer networks were primarily utilized by university researches for causation email, and by
company workers for sharing printers. Beneath these conditions, security failed to get plenty of attention. But now,
as many normal voters’ are victimization networks for banking, shopping, and filing their tax returns, network
security is looming on the horizon as a doubtless huge drawback. Within the following sections, we are going to
study network security from many angles, show various pitfalls, and protocols for creating networks safer.

Network security issues are often divided roughly into four tangled areas: secrecy, authentication, Nonrepudiation,
and integrity management. Secrecy must do with keeping data out of hands of approved users. This is often what
typically involves mind once folks believe network security. Authentication deals with deciding who you're
reprimand before revealing sensitive data or getting in a dealings.

In the network layers firewalls are put in to stay packets in or keep packets out. Within the transport layer entire
connections are often encrypted, end-to-end, that is, method to method. To tackle these issues, the solutions should
be within the application layer, that is why there are being studied during this paper.

Network security is turning into a lot of and a lot of crucial because the volume of knowledge being changed on the
web will increase. once folks use the web, they need bound expectations. They expect confidentiality and therefore
the information integrity. they need to be ready to establish the sender of a message. they need to be ready to prove
that a message has indeed sent by an exact sender though the sender denies it.

Keywords: Network security, Network security issues, firewalls.

1. INTRODUCTION

A “network" has been outlined as ““any set of interwoven lines resembling a web, a network of roads Associate in Nursing
interconnected system, a network of alliances.” This definition suits our purpose well: a network is just a system of
interconnected computers. however they are connected is inapplicable, and as we'll shortly see, there area unit variety of
the way to try and do this.

2. THE 1SO/OSI REFERENCE MODEL

The International Standards Organization (1SO) Open Systems Interconnect (OSI) Reference Model defines seven layers
of communications varieties, and therefore the interfaces among them. Every layer depends on the services provided by
the layer below it, all the approach all the way down to the physical network hardware, like the computer's network
interface card, and therefore the wires that connect the cards along.

Easy thanks to inspect this are often to check this model with one thing we have a tendency to use daily: the phone. (In the
ISO/OSI model, this is often at the appliance layer.) The telephones, of course, area unit useless unless they need the
power to translate the sound into electronic pulses which will be transferred over wire and back once more. (These
functions area unit provided in layers below the appliance layer.) Finally, we have a tendency to get all the way down to
the physical connection: each should be blocked into Associate in nursing outlet that's connected to a switch that is a part
of the phone system's network of switches.
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If one place a decision to other, the placed obtain the receiver, and dial their own variety. This variety specifies that
business office to that to send one’s request, then that phone from that business office to ring. Once you answer the phone,
we start talking, and our session has begun. Conceptually, laptop networks operate precisely the same approach. it's not
necessary for you to con the 1ISO/OSI Reference Model's layers; however it's helpful to understand that they exist, which
every layer cannot work while not the services provided by the layer below it.

TCP/IP

TCP/IP (Transport management Protocol/Internet Protocol) is that the ““language" of the net. Something that may learn to
““speak TCP/IP" can play on the net. This is often practicality that happens at the Network (IP) and Transport (TCP)
layers within the ISO/OSI Reference Model. Consequently, a number that has TCP/IP practicality (such as UNIX

operating system, OS/2, MacQOS, Or Windows NT) will simply support applications (such as Netscape's Navigator) that
uses the network.

3. SERVICES FOR SECURITY
The services area unit meant to counter security attacks, and that they create use of 1 or additional security mechanisms to
produce the service.

+ Confidentiality

Make sure that data the knowledge the data during a system and transmitted information area unit accessible just for
reading by licensed parties. This sort of access includes printing displaying and different types of speech act, together
with merely revealing the existence of Associate in Nursing object.

e Authentication

Make sure that the origin of a message or electronic document is properly with Associate in nursing assurance that the
identity isn't false;

* Integrity

Ensures that solely licensed party’s area unit ready to modify laptop systems assets and transmitted info. Modification
includes writing, changing, ever-changing standing, deleting, making and delaying or replaying of transmitted messages.

* Non-repudiation

Needs that neither the sender nor the receiver of a message is in a position to deny the transmission.
 Access management

Need that access to info resources could also be controlled by or for the target system.
 Availability

Need those laptop systems assets be out there to licensed parties once required?

Attacks

Attacks on the safety of a system or network are best characterized by viewing the operate of a system as provided data.
This traditional flow is represented in figure Categorization of those attacks is passive attacks and active attacks.

Passive attacks

During this the goal of the aggressor is to get data that's being transmitted. 2 kinds of passive attacks are unharnessing of
message contents and traffic analysis.

Active attacks

These attacks involve some modification of the information stream or the creation of false stream and might be sub
divided into four categories: Masquerade, Replay, Modification of messages, and denial of service.

Page | 28
Research Publish Journals




ISSN 2348-1196 (print)
International Journal of Computer Science and Information Technology Research ISSN 2348-120X (online)
Vol. 2, Issue 3, pp: (27-32), Month: July - September 2014, Available at: www.researchpublish.com

4, TYPES AND SOURCES OF NETWORK THREATS
Denial-of-Service

DoS (Denial-of-Service) attacks are altogether likelihood the nastiest, and most difficult to handle. These are the nastiest,
as a results of they're really easy to launch, difficult (sometimes impossible) to trace, and it's not easy to refuse the
requests of the aggressor, whereas not in addition refusing legitimate requests for service.

Unauthorized Access

“Unauthorized access" is also a very high-level term that will talk of with style of varied styles of attacks. The goal of
these attacks is to access some resource that your machine should not provide the aggressor. As associate degree example,
variety would be an internet server, and should provide anyone with requested sites. However, that host should not
provide command shell access whereas not being bound that the person making such concern participation is someone
administrative unit got to grasp, like a part administrator. Through any affiliation merely that you just simply got to be
compelled to the surface world. This includes web connections, dial-up modems, and even physical access.

In order to be able to adequately address security, all accomplishable avenues of entry ought to be best-known and
evaluated. The security of that entry purpose ought to be in line along with your express policy on acceptable risk levels.

Having backups

This is often not merely a good arrange from a security purpose of browse. Operational wants got to dictate the backup
policy, and this might be closely coordinated with a disaster recovery prepare, nominal if associate aircraft crashes into
your building one night, you may be able to continue your business from another location. Similarly, these are typically
useful in sick your information inside the event of associate electronic disaster: a hardware failure or a breaking that
changes or otherwise damages your information.

Avoid information where it doesn't got to be compelled to be

Although this might go whereas not voice communication, this doesn't occur to lots of parents. As a result, information
that doesn't have to be compelled to be accessible from the surface world generally is, and this can needlessly increase the
severity of a felony dramatically.

Avoid systems with single points of failure

Any security system that will be broken by breaking through anybody part isn't really strong. In security, a degree of
redundancy is sweet, and may assist you protect your organization from a minor security breach becoming a catastrophe.

Firewalls

As the net and similar networks, connecting a company to the web provides a two-way flow of traffic. This is often
clearly undesirable in several organizations, as proprietary info is commonly displayed freely inside a company computer
network (that is, a TCP/IP network, sculptured once the web that solely works inside the organization). So as to produce
some level of separation between associate degree organization's computer network and also the net, firewalls are utilized.
A firewall is just a gaggle of elements that conjointly kind a barrier between 2 networks.

5. TYPES OF FIREWALLS

There are 3 basic forms of firewalls, and we'll take into account every of them.
Application Gateways

The first firewalls were application gateways, and are typically called proxy gateways. These are created from bastion
hosts that run special code to act as a proxy server. This code runs at the appliance Layer of our ex the ISO/OSI Reference
Model, thence the name. purchasers behind the firewall should be prioritized (that is, should savvy to use the proxy, and
be organized to try and do so) so as to use net services. historically, these are the foremost secure, as a result of they do
not enable something to locomotive default, however ought to have the programs written and turned on so as to start
passing traffic.
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Packet Filtering

Packet filtering is a technique whereby routers have ACLs (Access Control Lists) turned on. By default, a router will pass
all traffic sent it, and will do so without any sort of restrictions. Employing ACLs is a method for enforcing your security
policy with regard to what sorts of access you allow the outside world to have to your internal network, and vice versa.
There is less overhead in packet filtering than with an application gateway, because the feature of access control is
performed at a lower ISO/OSI layer (typically, the transport or session layer).

Hybrid Systems

In an attempt to marry the security of the application layer gateways with the flexibility and speed of packet filtering,
some vendors have created systems that use the principles of both.

A sample packet filtering gateway
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Network security can be done by various methods.

Virtual private network

A virtual private network ( VPN ) is a method to use a public telecommunication structure , such as the Internet, to
deliver remote offices or individual users with safe access to their organization's network. A virtual private network
can be compared with an luxurious system of preserved or let lines that can only be used by one organization.
The aim of a VPN is to provide the organization with the same abilities, but ata much lower cost

Implementation of network security by VPN.

Step 1 - The remote user dials into their local ISP and records into the ISP’s network as standard.
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Step 2 - When connectivity to the corporate network is wanted, the user starts a tunnel demand to the destination Security
server on the corporate network. The security server verifies the user and makes the other end of tunnel.
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Step 3 - The user then directs data over the tunnel which translated by the VPN software earlier existence sent over the
ISP connection.

Encrypited data

Security
Server

Step 4 - The destination Security server accepts the encoded data and decrypts. The Security server then straight on the
decrypted data packets onto the corporate network. Any material sent back to the Remote handler is also encoded before
being sent over the Internet.

Firewalls
A firewall provides a strong barrier between your private network and the Internet. One can set firewalls to
restrict the number of open ports, what type of packets are passed through and which protocols are allowed
through . You should already have a good firewall in place before you implement a VPN, but a firewall can
also be used to terminate the VPN sessions.
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Figure: A fire wall consisting of two packet filters and an application gateway

IPSec

Internet Protocol Security Protocol (IPSec) provides improved security features such as better encryption
algorithms and more complete validation . IPSec has two encryption modes : tunnel and transport . Tunnel
encrypts the header and the cargo of each packet while transport only encrypts the payload. Only systems that
are IPSec accommodating can take advantage of this Protocol . Also, all devices need touse a common key
and the firewalls of each network must have very similar security policies set up. IPSec can encrypt data
between many devices, suchas:

Router to router
Firewall to router
PC to router

PC to server

A software firewall can be fixed on the computer in home that ensures an Internet connection. This computer
is considered a gateway as it provides the only point of access among home network and the Internet.

6. CONCLUSION

Security is a very difficult topic. Everyone has a dissimilar idea of what ““security" is, and what levels of risk are
acceptable. The fundamental for building a secure network is to explain what security means to your organization. Once
that has been defined, everything that goes on with the network can be evaluated with respect to that policy. Projects and
systems can then be broken down into their components, and it becomes much simpler to adopt whether what is proposed
will fight with security policies and practices. Many people pay great amounts of lip service to security, but do not need to
be bothered with it when it grows in their way. It's important to construct systems and networks in such a way that the
user is not constantly repeated of the security system around him. Users who find security policies and systems too
restrictive will find ways about them. It's important to get their feedback to understand what can be improved, and it's
vital to let them know why what have been done has been, the varieties of risks that are deemed undesirable, and what has
been done to decrease the organization's publicity to them.
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